3aXIans

2026-2027

CYBERSECURITY REPORT

Cyber Intelligence
from the Axians
Frontline

By the Axians International 4Ly,
Cybersecurity Experts

EEEEEEEE



Foreword

Cybersecurity now sits at the heart of business resilience. The threat landscape is evolving faster than
many organizations can adapt, while the growing interconnection between technologies, operations and
regulatory requirements is adding further complexity. Precise predictions remain difficult, but collective
field experience can reveal recurring patterns and weak signals early enough for organizations to act.

Global reach, ground expertise

Every day, our customers share with us their challenges, priorities, transformation projects and
cybersecurity concerns. Across industries, countries and levels of maturity, these experiences provide
insight not only into evolving technologies, but also into the operational realities behind cybersecurity
decisions. They reveal how organizations balance business objectives, regulatory requirements,
operational constraints and resilience goals in an increasingly complex environment.

Intelligence built by practitioners

There are many cybersecurity reports, but this one offers another perspective: it is built by practitioners.
Axians'® teams design, implement, operate and secure digital infrastructures every day. We work
with our customers before, during and after incidents, helping them strengthen resilience and make
cybersecurity easier to manage. Axians also draws on the operational experience of Actemium, the
industry brand of VINCI Energies.

This report’s findings are grounded in customer engagements, delivery experience and lessons learned
from real cybersecurity work. They capture critical customer pain points, core inquiries, and the patterns
emerging across different industries and geographies. All examples have been anonymized, but the
situations and insights behind them are real.

This intelligence was brought together by Axians’ cybersecurity experts, SOC managers and analysts,
Threat Intelligence specialists, pentesters, security architects, consultants and cybersecurity business
leaders from across Axians. By comparing their observations, the report distinguishes isolated
developments from the broader shifts organizations should already be addressing.

1 Axians is the ICT brand of VINCI Energies, present in 38 countries
through 380 business units and more than 17,000 employees.
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From the lessons of 2026 to an action plan for 2027

Building on this collective intelligence, this report examines the developments that shaped cybersecurity
in 2026 and the issues gaining momentum as organizations prepare for 2027. It translates field
observations into practical actions across five areas:

THE THREAT GOVERNANCE, OT CYBERSECURITY ARTIFICIAL QUANTUM
LANDSCAPE RISKAND COMPLIANCE AND CRITICAL INTELLIGENCE SECURITY
INFRASTRUCTURE

Identity-centric attacks, ransomware, data theft and Al-assisted cybercrime continue to put organizations
under pressure, making the ability to withstand and recover from disruption as important as prevention.

At the same time, governance, risk management and regulatory compliance are moving beyond the IT
department to become enterprise-wide priorities. Protecting OT and critical infrastructure also requires
security measures grounded in the realities of industrial operations.

Al is reshaping cybersecurity by creating new capabilities for defenders while exposing gaps in visibility
and control, particularly around shadow Al and autonomous agents. Looking further ahead, quantum
computing may remain a longer-term concern, but organizations already need to understand their
cryptographic exposure and begin preparing for a post-quantum future.

This report is an invitation for you to prepare, not a prediction exercise. Its objective is simple: to help
you anticipate, get ready and act.

Vincent Bazillio
Axians Cybersecurity Global Community Lead
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The Threat Landscape

1.1 When every connection becomes

a potential entry point

The cyber threat landscape has become a fast-moving environment
in which identity theft, phishing, ransomware, data exfiltration and
Al-assisted attacks increasingly overlap. Among Axians’ customers’
engagements and operational security activities, one reality stands
out: attackers are becoming faster, more targeted and increasingly
able to industrialize their operations.

For many years, organizations focused mainly on protecting
infrastructure. Today, digital identity has become one of the most
valuable attack surfaces. Account compromise remains one of the
most frequent incidents encountered in day-to-day operations,
despite progress in awareness, endpoint protection and access
control. In parallel, attackers exploit Internet-facing vulnerabilities
more aggressively, at least within days of disclosure and even less
time. With Al, this window may shrink further, turning remediation
into a race measured in minutes or seconds’.

Artificial intelligence is adding another layer of complexity. At
Axians, we see Al as both a risk and an opportunity. It is changing
the scale and efficiency of cyberattacks: language barriers, poor
grammar, and unrealistic scenarios are no longer reliable warning
signs in phishing. Al now enables attackers to create convincing
messages, professional-looking content and targeted fraud
attempts at unprecedented speed.

The result is a threat landscape where trust itself has become
a target. Every email, identity, supplier relationship and digital
interaction must now be verified rather than assumed legitimate.

2 For more on Al in cybersecurity, see page 22.

Al will be the
main driver of
Cybersecurity
change in 2026

Security leaders
expect Al to reshape
both attack and
defense

Source: World Economic Forum,
Global Cybersecurity Outlook 2026
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1.2 What changed on the cyber
frontline in 2026

0% 20% 40% 60% 80% 100%

0 of breaches involved a
62 A) human element (n=19,597)

Figure 1: Select key enumerations in breaches
(2026 Data Breach Investigations Report,
Verizon 2026)
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"The most frequent incidents we investigate

are no longer sophisticated intrusions but account
compromises. Even with awareness programs and
training, identities remain the primary target because
once an attacker gains access to a legitimate account,
they can operate through trusted channels and conduct
highly credible fraud attempts."

Loubna Izika
SOC Manager, Axians France

According to Axians SOC and incident-response teams, one of the
strongest trends observed in 2026 was the continued dominance
of identity-based attacks. Account compromise, credential theft
and business fraud remained among the most common incidents
investigated by our teams. In several environments, compromised
business accounts were used to conduct credible fraud attempts
through genuine communication channels and trusted relationships
already in place. The lesson is clear: identity protection must now
be treated as a first line of cyber defense. MFA, privileged access
monitoring, identity governance and continuous detection should
be prioritized before attackers turn trusted accounts into operational
entry points.

Phishing campaigns also spiked. Indeed, attackers increasingly
abuse legitimate business platforms and trusted services to host
malicious content or redirect victims. "In one recent pattern shared by
our threat intelligence teams, attackers used services such as DocuSign
to make the message feel routine, almost administrative. The end-user
does not feel they are clicking on a suspicious link. They feel they are
completing a normal business step", explains Stéphane Ben Oliel, Head
of Cybersecurity Solutions at Axians France. The goal is to blend
into normal business operations and exploit the trust users place in
familiar tools. Awareness programs remain essential, but they must
evolve continuously as attackers’ techniques change.
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Another major observation is the acceleration of vulnerability
exploitation. Cloud adoption, remote access, connected services,
and third-party integrations continue to expand digital footprints.
Every new connection potentially expands the attack surface.
The rise of Al is now acting as an accelerator. The gap between
vulnerability disclosure and active exploitation continues to shrink,
transforming patch managementinto a race against time. For more
on Al in cybersecurity, see page 22.

In 2026, customers increasingly requested support with managing
vulnerabilities, reducing exposure, improving patching processes
and gaining greater visibility into their attack surface.

Data exfiltration also emerged as a major concern. While
ransomware remains highly visible, many security teams are now
equally focused on the theft of sensitive information. Large-scale
uploads to cloud services, insider risks, and supply-chain exposure
require continuous monitoring and proactive detection capabilities.

Demand also grew for automation and Al-supported analysis to
manage the increasing volume and complexity of security events.
Security teams are facing more alerts, faster attacks and shorter
reaction windows than ever before. As a result, organizations
increasingly rely on automation to accelerate detection, prioritize
incidents, reduce response times and allow analysts to focus on
investigation and decision-making rather than repetitive tasks.

"What often surprises customers is not how we get in,
but how quickly a limited compromise can escalate
once an attacker is inside. In our offensive security
engagements, we regularly observe how a standard
user account can become a pathway to much higher
levels of access within hours, particularly when identity
governance and Active Directory controls are not
sufficiently mature. The real risk is often not the initial
breach itself but how far an attacker can move across
the environment once trust has been compromised."

Alessandro Viscomi
Cybersecurity Offensive Specialist, Axians Italy
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1.3 Preparing for the next wave

Looking ahead, Al is the defining force shaping both attack
and defense. Attackers use Al-powered automation to accelerate
information gathering, personalize phishing, improve social
engineering, and create deep-fake content capable of bypassing
traditional trust mechanisms. A realistic 2027 scenario deces not
necessarily involve a new type of attack, but the industrialization
of familiar ones. An attacker controlling a compromised mailbox
could analyze previous exchanges, reproduce the user’s tone and
language, impersonate a supplier, and initiate a fraudulent payment
or data transfer. What once required time, language skills and
manual preparation can now be accelerated with Al.

p{\ | _=| Szl:i Faster, cheaper,

g = A=S=) more personalized,

Compromised > Al analyzes > Credible supplier > Fraudulent payment harder to detect
mailbox previous exchanges impersonation or data transfer

Figure 2: Al industrializes familiar attacks in the coming years (Source: UK National Cyber Security Center; the near-term impact of Al on the cyber threat)

Defenders must respond with the same level of innovation.
Al-assisted security operations, automated response workflows
and intelligent alert prioritization will become essential capabilities
rather than optional enhancements. Security teams cannot scale
indefinitely through human resources alone; automation will be
necessary to keep pace with the speed and volume of threats.
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-  The threat landscape

Three priorities should guide cybersecurity investments in 2027.

([ ] Secure identities

Multi-factor authentication, identity governance, privileged access
monitoring, Zero Trust principles, and continuous identity monitoring
should form the foundation of any cybersecurity strategy.

o Understand and control the attack surface

Organizations must know which assets are exposed across IT,

loT and operational technology (OT), maintain accurate inventories,
and establish efficient vulnerability management processes.

The principle remains true: organizations cannot protect

what they do not know exists.

[ Invest in cyber resilience

Tested backups, recovery plans, crisis exercises, and supply-chain
protection will determine how quickly organizations recover when
incidents occur. Beyond resisting attacks, the objective

is now to continue operating despite them.

The next attack may start with a stolen identity,
an exposed asset or a trusted message.

The priority is to detect it early, contain it quickly and keep
operating. Know your exposure. Monitor identities. Patch fast.
Test recovery. The objective is not to prevent every intrusion,
but to stop one compromise from becoming a business-wide crisis.
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Governance, Risk and
Compliance: From Obligation
to Operational Resilience

2.1 Regulation extends beyond
the IT department

Governance, risk and compliance (GRC) now extends beyond
policies, audits and regulatory reporting. NIS2 widened the
perimeter of cybersecurity, bringing many organizations, business
services and operational environments into scope for the first
time. In 2026, we continued to encounter organizations realizing
that cybersecurity could no longer remain purely an IT topic. It
now concerns production, quality control, supply chains, business
continuity, executive decisions and the ability to keep delivering
essential services.

At Axians, we believe that effective compliance starts with a risk-
based understanding of the business, but NIS2 is not a checklist
of technologies. It requires organizations to identify their critical
activities, assess cyber risks, assign responsibilities, and decide
which measures are appropriate to their context. This foundation
then shapes security architecture, vulnerability management,
incident response, supplier controls, and recovery capabilities.

Sector criticality

N
A Priority risk zone @ Resilience leaders
High criticality / Lower maturity — accelerate High criticality / Higher maturity —
governance, recovery and supplier controls test recovery and maintain assurance
Maturity-building zone Q) Controlled exposure
Formalize ownership, Keep evidence current and
evidence and controls monitor dependencies
) Cybersecurity maturity

Figure 3: Cyber-Risk Map under NIS2 (source: ENISA NIS360 public approach - maturity vs criticality)
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Cyber resilience completes this approach. Protection remains
essential, but organizations must also prepare to withstand
disruption, operate temporarily in a degraded mode, and recover
their complete ecosystem. Many of them consider that there is only
one server to restore. But cyber resilience goes further. It requires
an acceptable level of business operation while people, processes,
applications, infrastructure, and suppliers are being restored.

"Cyber resilience is tested by how smoothly
the protect-detect-respond chain works and how
(i eﬁec?tively peqple act when systems, suppliers or critical
A services are disrupted. Plans that allow the business
( to keep operating at a minimum viable level through

a disruption are just as important as recovering
quickly and securely."

Dennis Martin
Business Resilience and Crisis Management at Axians UK

2.2 What 2026 revealed behind
the compliance checklist

A first recurring gap was the absence of a formal cyber risk-
management capability. Organizations struggle to define a
methodology, identify risk owners or connect technical findings
with business impacts. In some cases, even ownership of cyber risk,
business continuity or OT security was unclear.

The second major challenge is third-party risk. Assessing suppliers
is not limited to sending a questionnaire. It requires procurement,
legal, security and business teams to work together on supplier
classification, contractual security clauses, evidence collection, risk
scoring and continuous monitoring.

"This long and complex process can be structured and industrialized by
moving toward SaaS-supported tools that we use regularly”, explains
Francesco Serena, Cybersecurity consultant at Axians Italy. This
illustrates how NIS2 is turning supplier governance from a one-off
compliance task into an ongoing operating process.
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A third gap also appears in operational environments. Some
organizations still assume that segregated or supposedly isolated
OT systems are outside the cybersecurity perimeter. Assessments
frequently exposed legacy technologies, limited asset visibility,
unclear recovery responsibilities and disaster-recovery plans
that could not be tested without risking production. "In one large
manufacturing environment, traditional IT disaster-recovery methods could
not be applied directly because of long-life production assets, restricted
maintenance windows and plant-specific constraints", notes Francesco
Serena. Recovery plans must reflect operational constraints rather
than replicate traditional IT disaster-recovery models.

Our experience shows that resilience must therefore be
designed across people, processes, and technology. This includes
organizational and technical audits, exposure assessments, risk
analysis, continuity and recovery plans, crisis-management
procedures, vulnerability testing, security monitoring, and regularly
exercised response scenarios.

Designing these capabilities is only the first step. Organizations
also need to prove that they work when pressure is real. Testing
is therefore essential. A backup, recovery procedure, or fallback
mode is only credible when it has been verified. Tabletop exercises
help organizations expose missing contacts, undocumented
dependencies, unrealistic recovery objectives and processes that
work on paper but fail under pressure. They also help define the
minimum viable level of operation that must remain available during
a disruption. "Exercises help turn these plans into practical capability:
teams understand their roles, escalation routes are clear, recovery
decisions can be made faster, and gaps are identified and closed before
a crisis hits", says Dennis Martin, Business Resilience and Crisis
Management at Axians UK.
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2.3 2027: Building governance
for a broader risk landscape

In 2027, the scope of cyber governance will continue to expand.
The Cyber Resilience Act will extend responsibility toward digital
products and components throughout their lifecycle, including
vulnerability monitoring and security maintenance after delivery.
Al governance will add further requirements around data integrity,
traceability, robustness, and protection against data manipulation.

Our recommendation is to avoid managing every regulation as a
separate project.

/—\ Vulnerability

Secure

by design O monitoring
Technical @ ~ .
documentation = Cyber-resilient \OJ‘ :::ﬁfr‘:: gu& dates
& conformity digital products / y up!

F Incident &
N vulnerability reporting

Shift in 2027

From enterprise

accountability

Figure 4: Cyber Resilience Act: product-security lifecycle (source: European Commission’s public Cyber Resilience Act Guidance)
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> Governance, Risk and Compliance

A pragmatic roadmap should build a durable foundation around three priorities.

[ Establish executive accountability

Cybersecurity needs clear leadership, decision rights, and direct visibility
at management level. It must connect IT, operations, legal, procurement,
risk, and business continuity.

[ Operationalize risk and supplier governance

Maintain current asset and dependency information, prioritize risks,
integrate security requirements into contracts, and continuously monitor
critical third parties.

[ Prove resilience through exercise

Define minimum viable operations, build recoverable architectures and
regularly test crisis, backup, restoration and communication procedures.

Governance creates value when it changes
operational decisions. As Axians combines
consulting capabilities with hands-on technology
expertise, we bridge the gap between governance
frameworks and operational reality.

The goal is not to produce more documentation but to help
organizations make informed decisions, demonstrate control,
recover confidence, and continue operating when conditions
are far from normal.
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OT Cybersecurity:
From Operational Visibility
to Board-Level Resilience

Across energy, manufacturing, transport, utilities, logistics and
critical infrastructure, Axians teams have observed a fundamental
shift in 2026: digitalization accelerated, IT and OT environments
converged, and cybersecurity became increasingly tied to
operational performance.

For decades, industrial organizations focused primarily on
availability and safety. Cybersecurity has often been addressed
through isolated projects such as firewalls, segmentation, remote
access controls or physical separation between IT and OT. Today,
the challenge is broader. Connectivity is increasing. Recovery plans
must reflect operational constraints rather than replicate traditional
IT disaster-recovery models. Production sites are exchanging more
data than ever. Cloud platforms, remote maintenance, Al-enabled
systems, and digitalized operations are becoming standard across
an increasing number of industrial environments.

At the same time, many organizations are still asking a simple
question: "What exactly do we have in our OT environment?"

3.1 \Visibility remains the foundation
of OT cybersecurity

Daily, we see the same pattern: Initial assessments often reveal
that customers do not have a reliable view of their OT assets,
legacy systems, or network flows. They should start with asset
discovery, network-flow mapping, and dependency analysis to
build a long-term roadmap. Nonetheless, organizations should
not wait for perfect visibility before acting. Based on our experience,
immediate improvements such as secure remote access, network
segmentation, and resilience measures can reduce risk quickly
while a broader cybersecurity program is developed in parallel.
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In addition, we believe that OT cybersecurity is more than protecting
industrial assets. It is also about protecting production continuity,
operational resilience and business outcomes. And it starts with the
stability and fault tolerance of the OT network itself. A single failed
link, switch misconfiguration or uncontrolled Layer 2 interaction can
have a direct impact on production. This is why OT cybersecurity
can no longer be treated as a standalone technical topic. It is now
directly connected to broader cyber priorities such as governance,
threat management, Al-enabled risks, and evolving regulations.

"In industrial environments, cybersecurity progress

is measured differently by operations, engineering,
safety, IT, risk and compliance teams. The board’s role

is to ensure these efforts form a coherent risk and
resilience position, with clear accountability, understood
obligations, adequate funding and measurable
improvement in safety, availability, compliance

and continuity of service."

Marc Wren
Head of OT Cybersecurity at Axians UK

3.2 From technical controls
to industrial resilience

Axians observes that OT cybersecurity is evolving from a technology-
focused initiative into a broader business transformation program.
Indeed, Axians’ customers are moving beyond isolated technical
deployments towards structured cybersecurity governance.
Regulatory requirements such as NIS2 have been a major
catalyst: in many cases, what started as a compliance question
quickly became a broader discussion about risk ownership, budgets,
roles and business continuity.

8X|ans Cyber Intelligence from the Axians Frontline 2026-2027 | page 16



Twice as many sectors

Enhanced supervision of entities

X
y 2
* Expanded sector coverage

Network & Information

Cross-border EU registry

Systems Directive

Changes compared

Elaborated risk management measures

Whois database

to NIS1

Incident reporting changes

Coordinated vulnerability disclosure

Figure 5: NIS2 changes compared to NIS1 (Source ENISA NIS2 What you need to know)

Mature organizations increasingly combine technology, governance,
and resilience initiatives. They still invest in network segmentation,
industrial visibility tools, OT intrusion detection systems, secure
remote access, and monitoring capabilities. In parallel, a growing
number are engaging leadership teams, defining cybersecurity
ownership and establishing multi-year improvement programs.

At an earlier stage of OT cybersecurity maturity, organizations often
begin with the fundamentals: discovering assets, understanding
network flows, identifying vulnerabilities and building their first OT

cybersecurity strategy.

AN
U
Focus on Core Business

- SOC services
- Managed services

Processes

- Identity & access management
- Vulnerability management

Technical Measures

- Secure OT/IT network
- Secure OT/IT platform

- Secure legacy systems
- Secure communication

Inventory Management

- Asset inventory - Guidelines &policies

- Network visibility

Status Assessment
- Security assessment - Compliance check
- Security awareness - Security validation

Figure 6: The main steps for a journey with Axians and VINCI Energies
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Arecurring theme across all geographies is the growing importance
of resilience. Customers are no longer asking only how to prevent
attacks. In some of our engagements, the key question from
operations was more direct: "Can we keep producing if something
happens?"

As a result, tabletop exercises, disaster recovery planning, cyber
incident simulations, and business continuity programs have
become increasingly common. Organizations want confidence that
they can maintain operations or recover rapidly when disruption
occurs.

Axians’ experts have also observed significant growing demand
for secure remote-access solutions. In many cases, customers
discovered that multiple suppliers had access to industrial
systems without a consistent governance model. As maintenance
increasingly relies on external experts, controlling vendor access
has become a priority. Similarly, network segmentation continues
to deliverimmediate value by reducing attack exposure and limiting
operational impact.

Request Approve

Vendor or engineer requests
access to a defined task, site
and time window

Operations and cybersecurity
validate business needs, identity
and scope

Connect securely

Access goes through MFA, PAM,
jump server or secure remote
access gateway

Limit exposure Monitor session

Access is restricted to

approved assets, protocols
and maintenance actions

Activity is logged, supervised
and correlated with OT security
monitoring

Close and review

Access is revoked, evidence
is retained and lessons learned
feed continuous improvement

Table 1: Best practices for remote access for Industrial Control Systems
(Source: ICS Recommended Practices CISA - Cybersecurity & Infrastructure Security Agency)

This also points to a growing need for consulting and advisory
services. Our customers increasingly ask questions such as: "Can
you help us document what we need to do?" or "Can you show us the path
forward?" They expect practical guidance, realistic roadmaps and
measurable progress rather than another technology deployment.

axXIaNs
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Delivering this kind of guidance requires a combined understanding
of cybersecurity, IT and industrial processes. As part of VINCI
Energies, Actemium, Omexom and Building Solutions activities,
we understand not only cybersecurity technologies but also
industrial processes, plant operations, energy infrastructure and
operational realities. This allows us to translate cyber requirements
into solutions that work in production environments.

"Our industrial clients struggle most

with preparing their own organization for

a cybersecure mindset. As long as it is "an

IT problem", the required changes do not happen.

As a result, large technological investments deliver
limited value. Factory teams are often not ready to
handle the increased complexity. Alternatively, clients
can delegate cybersecurity improvement goals to their
factories or quality departments. The operational teams
become better prepared for the new cybersecurity tasks
and will enable smarter technology investments."

Bert Schoofs
Business Unit Manager - Axians ICT for OT Belgium
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> OT Cybersecurity

Looking ahead, we believe that organizations must first establish solid foundations, combining
technological architecture, including segmentation, DMZs, and secure remote access, with an
organizational framework.

Building on these foundations, the next phase will be defined by three key priorities.

o Governance

Will become a decisive success factor. OT cybersecurity initiatives increasingly
require executive sponsorship, clear accountability, and dedicated budgets.
Organizations that treat OT cybersecurity as a business risk rather than

an IT project will move faster and achieve better outcomes.

[ Visibility
Will remain essential. As customers expand by acquiring new companies, while
also digitalizing operations, integrating complex supply chains, and connecting
more assets, their industrial attack surface continues to grow. Asset inventories,
monitoring capabilities, digital twins, and real-time visibility solutions will play
a growing role in maintaining control.

o Resilience

Will become the primary objective. The focus is shifting from protecting individual
devices to ensuring continuity across the entire OT ecosystem. In several projects,
the real risk was not located inside a single PLC, but at the intersection of IT and OT:
engineering workstations, remote access servers, shared access credentials, backup
platforms, or unmanaged network connections.

We also expect regulations such as NIS2 and the Cyber Resilience Act to continue
shaping priorities. Compliance alone will not be enough. Organizations will increasingly
seek evidence of maturity, resilience, and measurable progress.
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"As OT environments mature, the focus

is expected to shift from assessment and
remediation toward continuous monitoring, managed
security services and OT SOC capabilities. A growing
shortage of specialized OT cybersecurity skills will
further accelerate this transition."

Alain De Pauw
Division Manager at Axians IT Security Germany

Finally, technology adoption will accelerate in several areas: OT
monitoring, integrated IT/OT security operations, Al-assisted
detection, secure remote access, segmentation, and virtual patching.
This acceleration matters because Al is shortening vulnerability
and exploitation timelines. The challenge is no longer only the zero-
day vulnerability, but the risk of near-instant exploitation which
could be described as the rise of the “zero-millisecond.”

Customers do not need perfection from day one.
They need a realistic roadmap, clear priorities and
a trusted partner capable of combining strategic guidance
with practical execution.

The future of OT cybersecurity belongs to organizations that combine
industrial expertise, cybersecurity knowledge and operational resilience.
Axians helps secure what matters most: operational continuity,

people’s safety and business resilience.
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The New Cyber Perimeter:

Al, Identity and Control

Artificial Intelligence has become part of everyday business
operations. We have seen organizations deploying Al assistants,
integrating large language models into business processes,
automating workflows, and experimenting with increasingly
autonomous Al agents. From a cybersecurity perspective, what
distinguishes Al is not only the speed of its adoption, but also the
entirely new attack surface.

Many organizations know that Al is in use, but few can accurately
identify which models are deployed, what data they process, which
agents are operating in the background or which business decisions
depend on Al-generated outputs.

This lack of visibility creates a broader security challenge.
Organizations are no longer protecting only users, devices,
applications and data. They must now secure Al models, Al-driven
decisions, autonomous agents and the information those systems
can access.

Al security is rapidly becoming as much a governance and risk-
management challenge as a technical one.

The organizations that will benefit most from Al will be those capable
of balancing innovation with visibility, security, and accountability.

41 \Visibility lost,
governance required

In 2026, Al adoption continued to outpace governance, with
employees, developers and business teams frequently adopting Al
solutions without involving cybersecurity teams.

Too much
functionality

i

Business
impact
risk

)

Too many Too much
permissions autonomy

Figure 7: Govern Al agents like privileged
identities
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Shadow Al
Unclear data exposure
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Al Adoption

Al governance & control
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Figure 8: Al adoption is outpacing governance
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We repeatedly observed employees, developers, and business
teams adopting Al solutions independently of cybersecurity teams.
"The challenge is that end users treat Al like a search engine. They upload
internal documents, request summaries, and only afterwards does the
organization realize it has no visibility or control over what was shared”,
explains Ricardo Sousa, Digital Trust Line of Business Manager at
Axians Portugal. This phenomenon, often referred to as shadow
Al, creates significant challenges around visibility, data leakage,
compliance, and risk management. The issue is rarely malicious
intent; it is a lack of control over what data is shared, who shares it
and which Al services are used.

As a result, one of the most common customer requests concerns
visibility rather than advanced Al protection technologies.
Organizations want to understand where Al is being used, which Al
models are deployed, what data is being shared, and how to establish
governance around these initiatives. \We support customers through
Al security assessments, Al inventories, governance frameworks,
secure adoption roadmaps, and monitoring capabilities designed
to identify uncontrolled Al usage and reduce data exposure risks.

Security attention is also shifting towards Al-enabled applications
themselves. Traditional application security remains essential, but
our experience shows that securing the application around an
Al model is no longer sufficient. New attack techniques, such as
prompt injection and abuse of large language models, are creating
risks that many security teams are not prepared to address. This has
increased demand for Al-focused DevSecOps practices, Al security
assessments, model testing and controls designed specifically for
LLM environments.

Another recurring discussion concerns Al agents. While they offer
significant business value, they also create a new identity challenge.
Indeed, "an Al agent designed to automate a business process may need
access to finance, sales and operations data. To make it work quickly,
teams are often tempted to grant broader permissions than a human user
would normally receive", observes Chris Gilmour, CTO at Axians UK.
If compromised, such an agent could become a privileged entry
point across several business silos. Identity governance, access
management and privileged access controls have consequently
become central components of Al security discussions with
customers.
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At the same time, Al is strengthening cyber defense capabilities.
Our security teams, and those of our customers, increasingly use
Al to analyze large volumes of events, improve detection quality,
automate repetitive investigation tasks and accelerate incident
response. Al is not replacing cybersecurity experts. It is helping them
operate at a speed that better matches today’s threat landscape.
This is especially visible at Level 1, where analysts are shifting
from repetitive alert handling toward higher-value investigation,
validation and decision-support activities.

"Al'is accelerating both sides
of the cybersecurity arms race.

Attackers will always have greater freedom,
but organizations can stay competitive

by combining Al-powered defense

with strong governance, identity-centric
security, and resilience-by-design."

Chris Gilmour
CTO at Axians UK

4.2 Securing the age of autonomous Al

As Al adoption accelerates, we expect organizations to discover
that identity becomes the primary security control for
autonomous systems. Unlike traditional applications, Al agents
require access to multiple data sources, business processes and
external services to deliver value. In many environments, we already
observe teams granting broad permissions to agents simply to
make projects work faster. Over the coming years, this approach
will become unsustainable. Organizations will need dedicated
governance models for both human and non-human identities,
combining Identity and Access Management (IAM), Privileged
Access Management (PAM), authorization policies and continuous
monitoring. At Axians we believe the defining security question of
this era could be: “What is this agent allowed to do, access, and
decide?”.
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We also expect organizations to move beyond isolated Al deployments toward ecosystems of
interconnected agents capable of making decisions, interacting with systems and collaborating
autonomously. This evolution will create new challenges around accountability, authorization,
traceability, and trust. Organizations will increasingly need to explain how Al systems reach
decisions, demonstrate control over Al actions, and govern interactions between agents operating
across business boundaries.

> Artificial Intelligence

Based on our global experience, organizations should now focus on three priorities.

o Establish Al governance before Al adoption scales further

Organizations need clear ownership, security policies, inventories, risk assessments,
and security-by-design principles before autonomous Al becomes embedded in
critical processes.

o Invest in identity-centric security

As Al agents proliferate, identity becomes the new security perimeter. Strong
IAM (Identity and Access Management), PAM (Privileged Access Management),
authorization models, and governance mechanisms for both human and non-
human identities will be critical to maintaining control.

[ Build cyber resilience rather than relying solely on prevention

Al is accelerating attackers and defenders alike. Organizations should assume
incidents will occur and focus on limiting impact through Zero Trust architectures,
segmentation, Al-enhanced security operations, and rapid recovery capabilities.

One theme remains consistent:
Al is transforming cybersecurity faster
than any previous technology wave.

The organizations that succeed will not necessarily be those
deploying the most Al. They will be the ones capable of governing
it, securing it, and maintaining trust in an increasingly
autonomous digital world.
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Quantum Security Starts With
Knowing What to Protect

Quantum computing is the technology that could break today’s
cryptography; quantum security is the set of measures designed
to keep data protected in a post-quantum world.

For years, quantum computing has been presented as a future
disruption. In cybersecurity, however, the discussion is no longer
theoretical. The question is not whether quantum technologies
will eventually challenge today’s encryption standards, but how
organizations should prepare without overreacting.

At Axians, our experience shows that the first step is to separate
reality from hype. For example, Quantum Key Distribution (QKD)
and Post-Quantum Cryptography (PQC) are often grouped together
under the label "quantum-safe security", yet they solve very
different problems. Both technologies have a role to play, but not
necessarily at the same time, and not for the same organizations.

Security leaders increasingly understand the risk of ‘harvest
now, decrypt later’. Encrypted information collected today could
potentially be decrypted in the future once sufficiently powerful
quantum computers become available. This concern is particularly
relevant for organizations managing sensitive information with
long confidentiality requirements spanning ten, fifteen, or even
twenty years.

At the same time, quantum computing remains an emerging
technology but most organizations are not preparing to deploy
quantum networks in the near future. Instead, the most advanced
companies are trying to understand where cryptography is used
today, which systems could become vulnerable tomorrow, and how
to build a realistic transition strategy. That is where cybersecurity,
governance and long-term planning intersect.

axXIaNs

FUNDAMENTAL
PRINCIPLES

QKD (Quantum Key Distribution)

- Secures the exchange of encryption keys

- Capable of detecting interception
attempts during the transmission process

- Requires dedicated infrastructure

- Mainly relevant for highly
sensitive communications

PQC (Post-Quantum Cryptography)
- Replaces today’s vulnerable
cryptographic algorithms

- Works with existing infrastructures
and products

- Becoming part of normal
technology refresh cycles

- Relevant for almost every organization
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51 Quantum in 2026: Simply curious,
testing, or deploying?

We have seen a clear increase in customer interest in quantum-
safe security. Organizations from public administration, financial
services, critical infrastructure, academia and research ecosystems
have started exploring the topic through workshops, assessments,
laboratory environments and pilot projects.

Our experience shows that large-scale QKD deployments remain
rare. Most projects are still proofs of concept, test beds or research
initiatives designed to validate technology maturity and operational
feasibility. "This year, QKD was not only a topic we discussed with
customers; it became something we worked on in real projects, through
controlled point-to-point test environments designed to validate quantum-
based key exchange." explains Alejandro Diez, Head of Business at
Axians Spain.

This confirms an important market signal: QKD is becoming
tangible, but it is still mainly used to test feasibility, build expertise
and understand operational constraints before any broader rollout.
Universities, public institutions, innovation programs and highly
regulated sectors continue to be the earliest adopters, often testing
quantum-secure communications in controlled environments
before considering operational deployment.

On the other hand, many organizations still lack a precise mapping
of the cryptographic technologies they rely on today, from
certificates, VPNs and PKI systems to encrypted communication
channels and application dependencies. When customers ask how
to become quantum-ready, the first challenge is rarely QKD, PQC or
advanced mathematics. The challenge is understanding where
cryptography already exists.

Across multiple engagements, we observed customers struggling
to build inventories of certificates, VPNs, PKI, encrypted
communication channels and application dependencies. Without
this visibility, it is impossible to prioritize migration efforts, evaluate
exposure, or determine which systems require protection first.
Quantum readiness should start as a discovery exercise and not a
technology deployment project.
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Based on our engagements, a pragmatic roadmap is emerging:

Discover > Identify business-critical > Assess vendor > Build step-by-step > Evaluate QKD
and inventory systems and sensitive data readiness for post-quantum migration plans aligned technology only where
your cryptographic with long-term confidentiality technologies with technology refresh confidentiality requirements
assets requirements cycles justify investment

This approach allows organizations to prepare without creating
unnecessary disruption. We have also observed growing interest
in vendor solutions that map certificates, manage cryptographic
dependencies and support future migration initiatives. At the same
time, customers increasingly want guidance, not just technology.

Certificates

VPNs °

Cryptographic

Inventory

Encrypted Apps

Third-party Dependencies

Q Visibility > ‘\/’ Prioritization > @ Migration Planning

Figure 9: Cryptographic inventory is the starting point

This is where emerging risks need to be translated into practical,
locally adapted actions. Our role is not to sell quantum technology
for the sake of innovation. It is to help you understand your exposure,
make informed decisions, and prepare your infrastructure for future
requirements through realistic and achievable roadmaps.
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5.2 Building quantum readiness
before it’s required

Over the next few years, PQC adoption is expected to outpace QKD
adoption. Security vendors are already integrating post-quantum
algorithms into firewalls, VPNs, and broader security platforms.
As organizations refresh infrastructure and modernize security
architectures, PQC capabilities will increasingly become part of
standard product roadmaps.

QKD, by contrast, is likely to remain a strategic niche technology
in the near term. Adoption will first accelerate in sectors where
confidentiality is mission-critical, and information must remain
protected for decades. Defense, government organizations,
sovereign communications, and financial institutions are expected
to remain among the leading adopters.

Organizations should avoid both panic-driven technology
replacement and passive observation. The practical path is to build
visibility, governance and a phased transition plan.

"Act now on visibility and
planning, not on panic-driven
replacement. The organizations
best prepared for the quantum
era will be those that already
understand their cryptographic
landscape today."

Alejandro Diez and
Adolfo Garcia Yague
at Axians Spain

<D )
> >

Roadmaps Defined High-priority Migration Migration Completion Target

& pLan %PRIORITIZE&MIGRATE > & compiete

Figure 10: PQC roadmap timeline, Now » 2030/2031 > 2035
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(> Quantum security:

Our recommendation for the next years is simple and starts now.

[ Build a complete cryptographic inventory.
[ Create a quantum-readiness roadmap aligned with business risk.
() Ensure future technology investments are compatible with post-quantum

cryptography requirements.

The organizations that will be best
positioned for the quantum era will not necessarily
be those deploying the most advanced quantum technologies
first. They will be the organizations that already understand
their cryptographic landscape, can prioritize migration decisions,
and have a clear roadmap for adapting as the market,

vendors and regulations evolve.

Quantum security is not yet a race to deploy new technology
everywhere. It is a race to understand where organizational risks are.
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FINAL THOUGHTS
Building Resilience,
Together

Throughout this report, one message is clear: cybersecurity
challenges are now deeply interconnected. Identity, governance,
infrastructure resilience, Al adoption and quantum readiness can
no longer be addressed separately. Across industries, countries and
customer environments, the priorities may differ, but the direction
is the same: organizations must prepare better, adapt faster and
recover with confidence.

At Axians, we combine international cybersecurity intelligence with
local delivery and customer-facing expertise. Our strength lies in
helping organizations translate emerging risks into practical actions
adapted to their reality.

This report is not an endpoint. It is an invitation to continue the
discussion, challenge perspectives and turn insight into action.
Discuss your cybersecurity priorities with an Axians expert:

https:/www.axians.com/expertises/cyber-security/

Axians,
2026- 2027 fregve.nﬁ B c30u§tries c]o.IIZgﬁs §s§e2 units

Figure 11: Axians key figures, 2026-2027.
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